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Abstract

In recent years, security precautions at public events have become increasingly important as a direct response to
the growth in the number of disruptive actions. There are several various varieties of closed-circuit televisions
that are employed to perform 24-hour surveillance of public areas and the people that live such areas. Every person
in a socialised society with a population of 1.6 billion is subjected to imprinted pictures an average of 30 times
each day. Since the entire participation of the community is required to safeguard public areas from the most
unexpected and lethal of events, it is difficult to discern whether an incident is an exceptional or casual occurrence
because continual monitoring of human data makes it difficult to distinguish the difference. Within the scope of
this study, we propose a method for identifying potentially threatening actions within footage obtained from
closed-circuit television systems. To accomplish this objective, we must first extract individual still frames from
the video and then examine the actions of the people seen in those still frames. We have placed a significant
amount of reliance on both machine learning and deep learning algorithms to make this a reality. To automate this
process, we must first develop a training model that makes use of many photos and a "Convolution Neural
Network" that makes use of the Tensor Flow Python package. This model must be created before we can move
on to automating the process. Every frame from every video that is provided will be used to train an algorithm
that will analyse the film and evaluate whether it contains suspicious content or merely everyday activities. If we
conclude that the activity was suspicious, the next phase of the study will concentrate on locating any weapons
that may have been concealed on the corpse.

Keywords: Object Detection, Digital Pictures, Convolutional Neural Networks, Security Cameras, and Video
Surveillance are some of the topics that will be discussed.

INTRODUCTION:

Patterns of human behaviour in public settings may frequently be used, together with the
identification of specific items, to locate potential dangers. Visual information is the major
source of such recognition and is used to generate it with the assistance of Image Processing
and machine learning techniques. Photos taken by CCTV cameras offer visual evidence that
may be used, just like live videos can be rewatched for the sake of future reference. Because
of the introduction of an "automation" approach, there has been a significant shift in the way
picture analytics are carried out. For instance, studies on crowding and mobility could benefit
from the use of regulating systems.

The protection industry and the scientific community are examples of significant areas that
make use of video editing technologies. Intelligent algorithms are used to follow the
photographs as they move about. While developing a real-time device, it is essential to consider
the computing challenges and the time constraints involved. Time-sensitive applications, such
as the detection of bank robberies, the tracking of weapons, and the reporting of suspicious
activities at railway stations, would benefit the most from a system that employed an algorithm
with a relatively low time complexity, used fewer hardware resources, and produced good results.
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This type of system would be most beneficial to a system that employed an algorithm with a
relatively low time complexity.

Throughout the course of this research project, we create a Deep Learning based Distributed
Intelligent Video Surveillance system that may be implemented at the network's outskirts. We
build a multi-layer edge computing architecture for the distributed intelligent video
surveillance system as well as a distributed deep learning (dl) training system. the distributed
intelligent video surveillance system possesses the capability to offload computational
operations from the centre of the network to the perimeter of the network, which has the dual
benefit of minimising the enormous network connection overhead while simultaneously
offering low-latency and precise video analysis solutions. In this section, we put the proposed
distributed intelligent video surveillance system into action and solve some of its issues,
including simultaneous training, model synchronisation, and load balancing. Because of this,
we provide task-level parallel training techniques in addition to model-level parallel training
strategies to hasten the process of video analysis. To our knowledge, this is the first time
anybody has described a method for updating model parameters to achieve global DL model
synchronisation inside a distributed EC environment. In addition, we provide a method of
dynamic data transmission to address the issue of edge nodes having an insufficient amount of
processing power relative to the amount of work they are required to do. Video surveillance
systems have evolved into a valuable instrument for the protection of both public and private
institutions [1-3] these days, video surveillance systems are used to keep a watch on buildings,
keep an eye on traffic, and even discover signals of criminal activity. Edge Artificial

Intelligence is a technology that combines
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Fig 1. Crowd Detection
Source : (https://arxiv.org/pdf/1906.07538.pdf)

artificial intelligence , the internet of things, and edge computing, and it shows considerable
potential [4-6]. when used to video surveillance, EAI technology is an innovative and
encouraging technique for transferring computational chores from the network's core to its
periphery. as a result, this strategy lowers the network's total communication overhead and
enables more rapid and precise video analytics.

Unfortunately, this endeavour faces a number of significant challenges, some of which are as
follows: (1) how to solve the difficulties of distributed AI model synchronisation in an EC
context; (2) how to create a suitable edge computing architecture for the VS system, taking into
account large-scale monitor terminals, massive video streams, and massive network
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communication overhead; and (3) how to maintain workload balance across edge nodes in
complex circumstances, such as imbalanced monitor terminal loads.

A handful of the numerous intelligent industrial domains that make use of Al technology
include intelligent transportation [2, 7], the Internet of Things [8, 9], smart grids [11, 12], and
video surveillance [5]. CNN’s and DNNs are two examples of existing Al and deep learning
approaches in the field of VS; however, they are typically used for static image analysis rather
than image streaming and video analysis [13, 14]. Convolutional Neural Networks (CNN’s)
and Deep Neural Networks (DNNs) are two examples of existing Al and deep learning
approaches in the field of VS. Even though they have a high data transmission cost, high
latency, and significant packet loss restrictions, most of the today's distributed VS systems and
Al algorithms use traditional centralised or cloud-based solutions [3, 12]. This is the case even
though traditional solutions are cloud-based or centralised. Several articles [9, 15, 16] have
proposed a variety of distributed Al and Deep Learning (DL) methodologies for use with
distributed computing clusters and cloud computing platforms. There are a lot of different ways
that distributed Al algorithms and VS systems may be tested in different EC contexts [4, 9, 17].
During this investigation, we build a Distributed Intelligent Video Surveillance system that
functions based on a distributed deep learning paradigm and then deploy it in an environment
that consists of edge computing.
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Fig 2. Application Block Diagram
Source: (Self-Created)

The following is a summary of the significant findings that were uncovered by this study:

* To improve the distributed intelligent video surveillance system, we develop a multi-tiered
edge computing architecture as well as a distributed deep learning training model. When
computational workloads are moved from the network core to the network edges, there is a
reduction in the expenses associated with transmission, as well as an increase in the availability
of low-latency analytical solutions. In this research, we present concurrent training approaches
for the distributed DL model that can be used at both the task-level and the model-level. Each
edge node performs numerous jobs of data processing in simultaneously after deploying many
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DL sub-models, each of which has its own topology. At the edge node level, the CNN model's
training operations are further parallelized using distributed computing. It is disclosed that a
method for updating model parameters may be used to accomplish model synchronisation of
the global DL model on the EC platform while keeping communication costs to a

minimum. We present a dynamic data transmission strategy to enhance the workload balance
of the Distributed Intelligent Video Surveillance System. Our strategy takes into consideration
the unequal connection of monitor terminals as well as the uneven compute power of edge
nodes. Video surveillance is a method used to monitor an area, either inside or outside.
Managing security risks and keeping tabs on employees are just two of the many uses for video
surveillance systems that have been adopted by a wide range of enterprises. Because of the
installation of video surveillance equipment, the administrator can keep track of who is doing
what at any given moment as well as what is happening at any given time. A comparable
capability exists for video surveillance technology to watch and record the activities of any
human person. There are a variety of methods that may be implemented while carrying out
video surveillance. A library of activity templates that are organised by completion date may
be found inside the model templates. Object-based models operate in a comparable manner, in
that they base the behaviour of the user on a catalogue of items and the properties of those

things. Like how there are a few different scientific
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Fig. 3 Multiple CCTYV Footages
Source (https://www.shutterstock.com/video/search/multiple-cctv)
methodologies from which to pick while conducting behaviour analysis. To categorise the
action, the k-means technique would make an estimate of the distance measure based on
singular objects that exhibited a known behaviour. How effectively the k-means approach
works is highly dependent on the characteristic being analysed as well as the number of samples
that are available in each class. The support vector machine has been shown to be beneficial
for a wide variety of tasks, including behavioural analysis in the context of video surveillance,
which is only one of the many activities. The accuracy of any algorithm is strongly dependent

on the characteristics it utilises and the similarity estimation techniques it employs. This is true
regardless of the kind of algorithm. Object tracking is the first step in performing behaviour
analysis using footage from security cameras. Each still image of the video would have a
substantial amount of information and detail. You will need to be able to label the items that
may be seen in the video frames if you wish to perform behaviour tracking. This is because the
video frames contain a lot of information. When the location of the frame's components has
been established, the behaviour may then be analysed. Items can be recognised by the
application of saved templates that depict the things that are required for specific procedures.
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With template matching, it might be possible to determine what the items are. In a similar
manner, it is extremely important to include contextual aspects while analysing behaviour.
Object detection may be made better by separating the characteristics of the foreground first.
There have been a lot of different backdrop models employed, but the accuracy of those models
is rather bad when it comes to removing background elements. Considering these things to
consider, a novel model for multi-variant feature analysis is presented in this article. For
behaviour analysis, the method makes use of a wide variety of form features. To complete the
categorization procedure, an artificial neural network was utilised. The ANN may be used for
behaviour analysis in video surveillance and has a profound impact on many scientific
problems.

A technique for identifying potentially malicious behaviour was implemented in this system by
analysing footage from closed-circuit television cameras. Several of the modules and data sets
that come with the system are use.

CLASSIFIERS BASED ON IMAGE RECOGNITION:

By using image sequences, we can monitor the typical focus areas and filter out the background
noise in the images that are currently being displayed (foreground).

Recognizing People According to the Behaviours They Exhibit:

The act of walking, sleeping, and operating a motor vehicle are all examples of common human
activities. As a result of the lack of success of scene understanding solutions and the fact that
these methods are distinct from one another, the boundary conditions and object tracking rules
that work in one domain may not be applicable in another. Cognitive theories have been used
to categorise persons by analysing the dynamics of human movement at the level of the
complete body as well as the movement of portions of the body. This framework employs a
variety of empirical research approaches, each of which is distinct from the others. The moving
item and the motion it is a part of my both be identified with the help of the images that were
taken by the picture extraction unit and utilised by the image classifiers. These image classifiers
need to be able to carry out a broad variety of functions, such as static background extraction,
foreground separation, foreground noise reduction, object recognition, posture modelling and
identification, and motion detection. However, we brought in experts and employed a complete
approach for the ISADF frame function. This strategy considers polygonal shapes on faraway
aircraft vehicles and the motion of objects based on certain very low-quality photographs.
Instructions for monitoring for suspicious behaviour.

The subsequent behaviour detection algorithms are extremely simple and can only recognise
object models (human activities), not suspicious ones. This is the reason why this is the case.
Describe the suspiciousness of an object based on your observations of its motion. It is
necessary to provide the system with knowledge in the form of training data so that it can
perform the function for which it was designed. Both online and offline data are used to classify
the various types of training material. We believe that offline-stored training data is immutable;
nevertheless, this cannot be guaranteed. On the other hand, the content for professional
development may draw on the experience gained during the early years of employment and be
updated to reflect the present. With this approach, we make use of trainable data that is capable of
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being updated online and that primarily concentrates on the detection of acts that raise ethical
concerns.

A System for the Identification of Strange Behaviour

For its functions, this mechanism uses a training-data-related classification algorithm. Training
methods for human observers are tied to data for both training and testing that has been pre-
processed. By comparing video and still images to a database of individuals who have been
suspected of wrongdoing, it is possible to identify criminal behaviour. This may be
accomplished using one's awareness of their surroundings as well as the signals offered by
suspicious video footage.

METHODOLOGY:

A solution based on optical flow is proposed in this research. The structure of CNN is composed
of a total of eight tiers. The training is done with the help of the BVLC caffe framework. First,
the parameters are seeded with random values, and then the system is trained using
backpropagation, which is based on stochastic gradient descent. Throughout the
implementation, the UCSD, UMN, Subway, and U-turn datasets were taken into consideration.
Criteria at both the frame-level and the pixel-level are contained in the implementation details
provided by UCSD. The focus of the frame level criterion is on the time domain, whereas the
pixel level criterion considers both the spatial and temporal domains. Equal Error Rate (EER)
and Detection Rate are two useful performance indicators that should be considered together
(DR).

FSCB, behaviour detection by feature tracking and image segmentation, is recommended for
online real-time crowd behaviour identification in video sequences. These are the actions that
must be taken to complete the procedure:

Some of the aspects that may be recognised and filtered over time include activity detection,
an activity map, an analysis of the data, and an alert system. In the article , the authors propose
a strategy for the analysis of crowds that makes use of deep learning and includes the steps
listed below. This strategy is independent of the environment in which the crowds are observed.
Abnormality detection in a crowd, crowd attribute recognition, crowd behaviour analysis,
crowd tracking, and crowd counting are all possible applications of this technology. To do
attribute recognition, the slicing CNN is utilised. Discover the properties of its outside using a
two-dimensional CNN model, and then save those discoveries in a cuboid form. It has been
discovered that the cuboid has not one, not two, but three different temporal filters in its interior.
When the cuboid's characteristics have been recovered, they are added together to form a
vector, which is then fed into a classifier. The challenge of accurately predicting and measuring
the size of a crowd may be stated as a regression issue. Attribute recognition research of crowds
is conducted with the World Wide Web Crowd dataset serving as the basis for the investigation.
AUC and AP are two measures that are utilised for the purpose of assessment.

The research paper titled "High Density Crowds in Films" describes various methodologies,
including data-driven crowd analysis and density-aware tracking, among others. Data-driven
analyses study vast collections of crowd recordings offline to understand crowd motion
patterns. Whatever useful pattern you've learned may be ported to other programmes. There
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are two steps to the process that will solve the problem. Examining the similarities and
differences between global crowd scenes and local crowd patches. Figure 2 provides a visual
representation of the process's two distinct phases.

In the database of films selected for the purpose of experimental analysis, there are a total of
720 480 titles. The observation of out-of-character actions carried out by members of the crowd
is the primary evaluation standard to be applied here. Experiments have demonstrated that data-
driven tracking is superior to batch mode tracking in terms of performance. A density-based
system for recognising and following persons contains the following components: baseline
detection, geometric filtering, and tracking with a detector that is aware of the density of its
surroundings.

A review on diagnosing anomalous behaviour in crowd scenarios highlights four primary
techniques: the Hidden Markov Model (HMM), the Gaussian mixture model (GMM).

flow, and support vector machine (STT). GMM is augmented with several other ways to
improve its ability to catch unexpected behaviours. The general mixture model (GMM), the
general mixture model plus the Markov random field (GMM+MRF), the Gaussian Poisson
mixture model (GPMM), and the general mixture model plus a support vector machine are all
upgraded versions of the original general mixture model (GMM).

Recognizing crowd behaviour with only one shot implies using untrained or sparsely trained
recognizers. Attribute-context co-occurrence is the central concept in this method. Attributes
that are already known can be used to make predictions about the target behaviour. The
technique is comprised of several steps, one of which is the probabilistic zero-shot prediction.
In the procedure, the conditional probability of an initial attribute connection that is already
established as being valid is figured out. The second step consists of learning context based on
visual co-occurrence and learning attribute relatedness from text corpora. Both types of
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Fig 3.1 Identification of suspicious Objects
Source:

(https://viso.ai/deep-learning/object-detection/)
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Rejecting Motion Outliers for Efficient Crowd Anomaly Detection is the term of a two-stage
technique that was presented in reference to [54]. Retrieve features and identify outliers before
moving on. Flow analysis is used to determine which features to extract. The pipeline is
comprised of several stages, the first of which is the segmentation of the input video into
frames, followed by the segmentation of the frames into super pixels, followed by the
extraction of the histogram for each super pixel, followed by the spatial aggregation of the
histograms, and finally the concatenation of the combined histograms from consecutive frames
to extract the final feature.

A deep network model where features and distance measures are learned simultaneously is a
part of Deep Metric Learning for Crowdedness Regression. Studying a precise distance
measurement requires the application of metric learning. TensorFlow was the package that was
used in the implementation of the model that was suggested. The activate function makes use
of the rectified linear unit. During the training phase of the process, the gradient descent
algorithm is utilised. Performance may be evaluated based on the mean squared error as well
as the mean absolute error. During this analysis, both the world Expo dataset and the Shanghai
Tech dataset were consulted.

"A Deep Spatiotemporal Perspective for Understanding Crowd Behaviour" is an attempt to
shed light on the dynamics of large groups of people by combining a convolution layer with a
lengthy short-term memory. The convolution layer is responsible for capturing information
about the space, while the LSTM layer oversees limiting the temporal motion dynamics. This
method can predict the route that people will take, provide an estimate of where they will end
up, and categorise people's actions according to their mobility patterns. This method of path
forecasting makes use of two layers of stacked convLSTM of which possesses 128 hidden
states. The ConvLSTM algorithm employs a 3x3 kernel that has a stride of 1 and zero padding.
The model only makes use of a single convolution layer, and its kernel size is set to 1. A
classification of crowd behaviour is achieved through the collaborative efforts of three layers:
an average spatial pooling layer, a fully linked layer, and a SoftMax layer. Understanding
Crowded Scenes with Deeply Trained Volumetric Slices suggests utilising a deep model in
conjunction with a variety of different fusion techniques to decipher complex scenes that
contain many people. The architecture is comprised of completely connected layers, as well as
convolutional layers and a global sum pooling layer. The design requires the implementation
of weight-sharing and slice-fusion technologies to function properly. A deep learning model
that can tackle multiple tasks all at once has recently been developed. The results of the survey
and some suggestions for moving forward with them. In this section, we will explain the
accuracy analysis that was carried out on several the methods making use of a variety of
assessment criteria, such as AUC, precision, and recall.
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A comparison of the methods that were utilised in the research paper titled "Rejecting Motion
Outliers for Efficient Crowd Anomaly Detection" [54] can be found in Figure 4. KUGDA is a
classification method that was proposed in the paper titled "Rejecting Motion Outliers for
Efficient Crowd Anomaly Detection"

Precision

Recal

Source : (Python Project)
Figure 5 shows the results of a comparison of the detection performance of several approaches.
The results demonstrate that the density-aware detector is superior to the competing
approaches.
After conducting an analysis of the current state of available methods, the following issues
were discovered. The following are examples of goals that real-world problems aim to achieve:
Complications with time, bad weather, real-world dynamics, occult phenomena, and object
overlap.
Previous approaches treated each issue independently. There is no one approach that offers a
solution to all the goals as separate features. To successfully manage intelligent crowd video
analysis in real time, the approach in question needs to be capable of resolving each one of
these issues. The use of conventional methods cannot result in a solution that is both
economically and temporally viable.
Because high-speed computational resources such as GPUs are now more readily available, it
1s now feasible to implement deep learning-based solutions for the rapid processing of massive
amounts of data. The best results can be obtained by combining the strongest aspects of several
different deep learning architectures or models.

CONCLUSION

Discussion centres on various approaches to the intelligent analysis of surveillance footage.
Publications that have undergone the process of peer review cover a wide variety of academic
disciplines. Tables provided an overview of the methodologies, software, and data sets that
were discovered. After providing an overview of the field of video surveillance analysis, the
survey then shifts its emphasis to look at crowd analysis. The complexity of crowd analysis
can be traced back to the fact that, in real life, crowd sizes are typically not only quite large but
also constantly shifting. It is not simple to give a name to each individual thing and the peculiar
behaviours it possesses. Several approaches to analysing the dynamics of crowds were covered
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in this discussion. Compilations of directions have been made for the development of more
effective solutions to the problems found with the approaches that are currently being used.
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