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Abstract— Encryption-then-Compression (EtC) systems are used to securely transmit 

images over an untrusted channel provider, and a novel grayscale-based block scrambling 

image encryption method is developed to improve the security of EtC systems. This approach 

is intended to make encryption-then-compression (EtC) systems more secure. In comparison 

to the new encryption technology, the suggested scheme allows for smaller block sizes and a 

greater number of blocks.Despite the fact that the original image has three colour channels, 

photos encrypted using the suggested method contain less colour information due to the 

usage of grayscale images to encrypt the data. These features boost security against threats 

like jigsaw puzzle solvers and brute-force attacks, among other things. Apart from that, 

despite the fact that the encrypted photos do not include any colour information, it enables for 

colour sub-sampling, which can improve the compression speed of the images. In a test, 

encrypted photographs were posted to and later downloaded from social networking sites, 

and the findings demonstrated that using advanced compression algorithms, the suggested 

strategy is successful for ETC systems while still keeping excellent compression 

performance. 

Keywords- Event Management, image compression, non-local network, attention 

mechanism. 

 

I. INTRODUCTION 

A system of encryption followed by compression (and so on) with JPEG compression has 

been proposed and is now being tested for use on social networking sites and cloud photo 

storage services. Color-based image encryption techniques for EtC systems, on the other 

hand, are unable to provide the same level of resistance against colour sub-sampling as colour 

sub-sampling utilised for JPEG compression because an encrypted image is a full-color 

image. The grey scale-based pictures encryption approach, which encrypts a full-color image 

and converts it to a grey scale image, has been proposed to address this issue. Even if grey 

scale-based picture encryption can be employed to avoid the impacts of colour sub-sampling, 

colour sub-sampling procedures cannot be considered since the grey scale-based image is 

made up of RGB components and thus cannot be considered. 

Furthermore, compression performance drops dramatically when compared to color-based 

picture encryption. It has been proposed that the quantization table for grey scale-based 

images, as well as the grey scale-based image encryption created from YCbCr components, 
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 provide greater compression performance. The operation of colour sub-sampling, on the other 

hand, has not been considered. 

The colour sub-sampling operation for grey scale-based picture encryption is discussed and 

considered in this study as it relates to grey scale-based image encryption. Rather than 

generating the image from RGB components, the grey scale-based image is formed by first 

converting a full-color image in RGB colour space to YCbCr colour space. Color 

subsampling can be used to create greyscale-based images, which can then be printed. We 

also go over the scenario and requirements that must be met for picture encryption to be 

effective. The gains in compression performance and robustness to colour sub-sampling that 

have been gained through this study are evaluated using Rate-Distortion (R-D) curves. 

 

II. LITERATURE REVIEW 

 

Sr 

No 

Paper Title Authors Publication 

Year 

Conclusion 

1 Intra Block 

Copy in HEVC 

Screen 

Content Coding 

Extensions 

XiaozhongXu, Shan Liu, Tzu-Der 

Chuang, Yu-Wen Huang, Shaw-Min 

Lei,  

KrishnakanthRapaka, Chao Pang, 

VadimSeregin, Ye-Kui Wang, and 

Marta Karczewicz 

2017 This tool is 

very efficient 

for coding of 

screen content 

video 

in that repeated 

patterns in text 

and graphics 

rich content 

occur 

frequently 

within the same 

picture. Having 

a previously 

reconstructed 

block with 

equal or similar 

pattern as a 

predictor can 

effectively 

reduce the 

prediction error 

and therefore 

improve coding 

efficiency. 

2 Conditional 

Probability 

FabianMentzer∗EirikurAgustsson∗ 

Michael TschannenRaduTimofte Luc 

2018 In this paper, 

author focus on 
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 Models for Deep 

Image 

Compression 

Fabian 

Van Gool the latter 

challenge and 

propose a new 

technique to 

navigate the 

ratedistortion 

trade-off for an 

image 

compression 

auto-encoder. 

The main idea 

is to directly 

model the 

entropy of the 

latent 

representation 

by using a 

context model: 

A 3D-CNN 

which learns a 

conditional 

probability 

model of the 

latent 

distribution 

of the auto-

encoder. 

3 Efficient 

Nonlinear 

Transforms 

for Lossy Image 

Compression 

Johannes Ballé 2018 Authors assess 

the 

performance of 

two techniques 

in 

the context of 

nonlinear 

transform 

coding with 

artificial neural 

networks, 

Sadam and 

GDN. Both 

techniques 

have been 
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 successfully 

used in state-

of-the-art 

image 

compression 

methods, but 

their 

performance 

has not been 

individually 

assessed to this 

point. 

Together, the 

techniques 

stabilize the 

training 

procedure 

of nonlinear 

image 

transforms and 

increase their 

capacity to 

approximate 

the (unknown) 

rate–distortion 

optimal 

transform 

functions. 

Besides 

comparing their 

performance to 

established 

alternatives, we 

detail the 

implementation 

of both 

methods and 

provide open-

source code 

along with the 

paper. 

4 Interference TIN-YU WU AND TSE CHANG 2018 The primary 
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 Reduction by 

Millimeter 

Wave 

Technology for 

5G-Based Green 

Communications 

goal of this 

paper is the 

optimization of 

data 

transmissions 

and 

connections 

between 5G 

base stations 

(BSs) as well 

as the 

improvement 

of access 

technologies 

and 

transmission 

methods 

in 

consideration 

of massive 

multi-input 

multi-output, a 

key technology 

in 5G 

networks. In 

order to reach 

an 

access 

technology 

supported by 

multiple BSs 

and small cells, 

we use 5G 

millimeter 

wave 

(mmWave), 

due 

to its high 

directivity and 

sensitivity to 

blockage, to 

enhance the 
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 connection 

system. 

5 Learning 

Convolutional 

Networks for 

Content-

weighted Image 

Compression 

Mu 

Li,WangmengZuo,ShuhangGu,Debin 

Zhao,David Zhang 

2019 In this paper, 

motivated by 

that 

the local 

information 

content is 

spatially 

variant in an 

image, 

we suggest 

that: (i) the bit 

rate of the 

different parts 

of 

the image is 

adapted to local 

content, and (ii) 

the content 

aware 

bit rate is 

allocated under 

the guidance of 

a content 

weighted 

Importance 

map. The sum 

of the 

importance 

map 

can thus serve 

as a continuous 

alternative of 

discrete 

entropy 

estimation to 

control 

compression 

rate. 
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III. OPEN ISSUES:- 

  Lot of work has been done in this field because of its extensive usage and applications. In 

this section, some of the approaches which have been implemented to achieve the same 

purpose are mentioned. These works are majorly differentiated by the algorithm for image 

encryption compression systems.  

The purpose of our proposed system is to ensure the confidentiality of an image through 

encryption while giving access to watermarking-based reliability security services in both 

encrypted and compressed domains. As illustrated in system architecture, it relies on two 

main procedures: image protection and image reliability verification. 

At the protection stage, bit-substitution watermarking, JPEG-LS and AES in its CBC mode 

are jointly conducted so as to protect. This procedure allows the insertion of two messages, 

and that will be readable from the image encrypted bit stream and from the image 

compressed bit stream, respectively. Both messages contain security attributes that assess the 

image reliability. The embedding and the extraction of each message depend on two 

watermarking keys: in the compressed domain and in the encrypted domain. On its side AES 

is parameterized with the encryption key.  

 

IV. PROPOSED SYSTEM 

 

 
Figure 1. System Architecture 

 

Advantages 

1. Increases security using advanced compression algorithm. 

2. Increases the sharing efficiency. 

3. Increasingly adaptable access structures and high security. 

4. Processing cost is less. 
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 V. RESULTS AND DISCUSSION 

Results 1: Shows file size on x axis and Uploading Time on Y-axis 

 
 

Figure 2: Shows file size on x axis and Uploading Time on Y-axis 

 

Table 3: Show File Size and Uploading Time 

 

 

 

 

 

 

 

 

 

In the above graph the figures on the X-axis represent the file size and the figures on the Y-

axis represent the Time taken for the uploading of the file. The time taken to upload the 

document or a file is directly proportional to the size of that particular document or the file. 

As the size of the document increases along with it the time taken to upload that particular 

document also increases whether it might be the CP-ABE technique or the AES technique. 

We can observe that the time taken by the AES is comparatively lesser in terms of that of the 

CP-ABE. This shows the optimality of the ASE over the CP-ABE. The file size is reduced 

using the compression hence the time taken to upload the document is decreased. Hence AES 

proves beneficial than that of the CP-ABE. 

 

Conclusion 

The implications of colour subsampling on grayscale-based picture encryption for electronic 

toner cartridge systems were investigated in this work. Following a description of the 

scenario and criteria for picture encryption, a demonstration was given. Furthermore, we 

recommended that the luminance and sub-sampled chrominance components be combined to 

create a grayscale-based image. To investigate compression performance and robustness 

against colour subsampling, a large number of images were compressed and decompressed 
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 with colour sub-sampling ratios of 4:4:4 and 4:2:0. The results showed that adding colour 

subsampling to grayscale-based picture encryption does not affect compression performance 

and that grayscale-based image encryption is robust against colour subsampling. 
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